The Defender’s Playbook: A
Strategic Guide to the CIA Triad

Mastering the Core Principles of Cyber Security:
Confidentiality, Integrity, & Availability




The Arena: Your Role as the Defender

In cyber security, defense
is an active discipline.
Your mission is to

protect critical digital
assets.

To sharpen your skills,
you’ll be tested by a
dedicated adversary:
The Red Team.
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Red Teams ethically
test systems like
security fire drills.

They aren’t malicious;
they are partners in
hardening our
defenses by
simulating real-world
attacks.




Your Playbook: The CIA Triad

A successful defense isn't
about memorizing tools;
it's about mastering a
strategic framework. The

CIA Triad is the cornerstone
of all information

security programs. It
provides the structure for
protecting your assets

against any threat. STRATEGIC FRAMEWORK

“Tools support defense, but thinking creates security.”
— Bugitrix




The Three Core Defensive Principles

Confidentiality

Protects sensitive data
from unauthorized
access. The goal is

to stop data leaks and

ensure privacy.

&

Integrity

Ensures the correctness
and trustworthiness of
data. The goal is to
prevent unauthorized

tampering or modification.

A

Availablity

Keeps services and data
online and accessible to
authorized users. The
goal is to ensure
operational uptime.




PILLAR I: CONFIDENTIALITY

The Mission: Prevent Unauthorized Disclosure

@ bugitrix



CONFIDENTIALITY TACTIC: ACCESS CONTROL

Core Function: Verifies that users are who they say they are and have the right
permissions to access data.

/_II_\ Attempts to access a restricted database containing sensitive
\|_/ customer information.

Implement and enforce strict access control policies. The attacker’s
request is denied, and the unauthorized access is blocked.

Your Next Drill: Access control basics.




CONFIDENTIALITY TACTIC: ENCRYPTION

Core Function: Scrambles data into an unreadable format, protecting it both at
rest (in storage) and in transit (over the network).

Successfully exfiltrates a file of user credentials from a
server.

Because the data was encrypted, the stolen file is unreadable
and useless to the attacker, protecting user privacy.

Your Next Drill: Crypto basics.




CONFIDENTIALITY TACTIC: AUTHENTICATION

Core Function: The process of verifying the identity of a user or system
before granting access.

Red Team Tactic: Uses stolen login credentials to attempt to
impersonate a legitimate user.

Defender’s Play: Multi-Factor Authentication (MFA) is enforced,

requiring a second verification step. The attacker cannot provide
1t and is stopped.

L Your Next Drill: Auth concepts. w

@ bugitrix



PILLAR II: INTEGRITY

The Mission: Ensure Data Is Correct and Trustworthy

@ bugitrix



INTEGRITY TACTIC: HASHING & FILE INTEGRITY

Core Function: Ensures the correctness of data by creating a unique digital
fingerprint (a hash). If the data changes, the fingerprint changes.

Tries to secretly alter security logs to hide their malicious
activity.

Regularly check the hashes of critical files. A mismatch in the
log file’s hash reveals that the logs have been tampered with.

Your Next Drill: Hashing. '




INTEGRITY TACTIC: MONITORING

Core Function: Continuously tracks and logs system changes and user
activity to detect suspicious behavior.

An automated script begins rapidly accessing and modifying files
in a way that deviates from normal user behavior.

The monitoring system detects this abnormal activity as a potential
abuse and triggers an immediate alert to the security team.

Your Next Drill: Monitoring skills. |




INTEGRITY TACTIC: INPUT VALIDATION

Core Function: Filters and sanitizes all data coming into a system to prevent it from
being corrupted or exploited.

Attempts to inject malicious SQL code into a web form to corrupt the
database.

The application’s input validation recognizes the submission as a
threat and blocks the bad input before it can cause damage.

Your Next Drill: Secure coding.




PILLAR I1I: AVAILABILITY

The Mission: Keep Services Online and Accessible

@ bugitrix



AVAILABILITY PLAYBOOK: PROACTIVE DEFENSE

A
@:} Uptime '_1{ Redundancy
Core Function: Keeping services online and Core Function: Providing failover systems to
performant. eliminate single points of failure.
Defender’s Goal: Ensures uptime, even Defender’s Goal: No single failure can take the
under stress. system offline.
Scenario: A Denial-of-Service attack floods Scenario: A primary web server fails. Traffic
the system with traffic, but infrastructure is is automatically rerouted to a redundant,
scaled to absorb the spike. standby server with no interruption of service.

Your Next Drill: Uptime basics & Architecture.




AVAILABILITY PLAYBOOK: REACTIVE RECOVERY
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; Backups r@)? Incident Response (IR)
b O

Core Function: Creating and storing copies of Core Function: The formal process for handling
data for restoration. and managing security incidents.

Defender’s Goal: Limits the damage from data =~ Defender’s Goal: Enables fast and orderly

loss events. recovery.

Scenario: Ransomware encrypts the primary Scenario: Following an incident, the IR plan is
database. The system is recovered quickly by activated to contain the threat, eradicate it, and
restoring from a recent, clean backup. restore the service to a secure operational state.

Your Next Drill: Backup planning & IR process.




The Triad is an Interconnected System

A strong defense requires a balance of all three principles. A weakness in one pillar
creates vulnerabilities across the entire system.
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F" Confidentiality | Integrity |

e A failure of Integrity (e.g.,
tampered authentication logs) can lead
to a breach of Confidentiality. .

e A failure of Availability (e.g., a DDoS
attack) can be used as a distraction to
compromise Integrity or Confidentiality.




The Defender’s Code of Conduct

Your skills are powerful. Your responsibility is paramount.

i Use cyber security knowledge responsibly.

il

i Practice only on syistems you are explicitly authorized to test.

Build Strong Foundations. Defend with Integrity.

-ﬁi— bugitrix.com




